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About This Enrollment Guide

This guide is intended for new users of the Do Not Pay Portal (the Portal) that use a Personal
Identity Verification Card (PIV), Common Access Card (CAC), or LincPass Card. This guide
illustrates the steps necessary to gain access to the Portal. The information in this reference guide
has been divided into nine sections. Each section provides a brief description of each topic to
provide the user guidance on each step of the enrollment process.

I. DNP OVERVIEW

The Do Not Pay Business Center provides services and support activities related to the
identification, detection, and prevention of improper payments under the Payment Information
Integrity Act of 2019 (PIIA) and the Federal Improper Payments Coordination Act of 2015

(FIPCA).

e The Office of Management and Budget (OMB) designated the Department of the
Treasury to host the Working System to assist agencies in detecting and preventing
improper payments.

e The Bureau of the Fiscal Service (Fiscal Service) DNP Business Center operates the
Working System.

e The mission of DNP is to assist agencies to make informed decisions in the identification,
mitigation, and elimination of improper payments.

e The DNP vision is to provide innovative customer and data driven solutions that reduce
the improper payment footprint across federally funded and state administered programs.

DNP provides multiple data sources so that agencies can verify eligibility of a vendor, grantee,
loan recipient, or beneficiary. Agencies can make payment eligibility decisions at any time
during the payment lifecycle for example, during pre-award and pre-payment eligibility
verification.

o DNP is a no cost resource for federal agencies and federally funded state administered
programs
o DNP is not a list of entities or people that should not be paid

o DNP offers customized data analysis to help agencies detect fraud, waste, and abuse as
well as strengthen internal controls
o DNP meets existing federal data security and privacy standards

e DNP is committed to providing:
quality data

more data sources

continuous system development
cutting edge data analytics
customized agency outreach

o O O O O
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DNP Business Center Components:

Web-based Portal

The DNP Portal provides the capability of multiple data source searches simultaneously. You
can search for a single person or entity; you can batch your searches; and you can set up regular
monitoring in the Portal.

The DNP Portal has four ways to deliver match information to an agency. The delivery method
is based upon approved data sources and where in the payment lifecycle the match is reviewed.

e Online Search

e Batch Matching

e Continuous Monitoring

e Payments

e Webservice/Application Program Interface (API)

Data Analytics

Data Analytics provides free advanced payment analysis service to federal agencies. In
partnership with the agencies, a variety of data analysis and visualizations can be conducted to
help combat improper payments.

e Analyze payment data for indicators that a payment is being made in error or is
vulnerable to abuse

o Develop risk scoring to help agencies prioritize and manage reviewing and investigating
crossmatches

e Screen payees for eligibility such as identifying deceased beneficiaries

Agency Support

Agency Support is made up of Agency Leads, Agency Specialists, onboarding specialists, and a
help desk. Agency Support works with agencies to meet program needs, determine and target the
best DNP processes and data sources. We provide training, Portal demonstrations, and share
knowledge. Agency Support hosts community of events to share best practices for addressing
improper payments. We also assist with business processes by helping agencies map DNP into
existing business processes.
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PIV Onboarding Process Overview

e

Agency Responsibilities

IBM Security Identity Manager (ISIM) email is
sent to notify you of the creation of your
account. Access to DNP is provisioned through
ISIM 50 you can access all Treasury applications

through a single signon. p 8

Welcome to DNP
email sent. p 17

User Enrollment Guide outlining steps

sent via email. Agency Specialist |
ensures a DNP Access Group exists and
completes a User Enrollment Form. p 6

Drear New Do Mot Py User,

Wielcorme ¥ D Nist Pay! Do Nt Pay (RSP is the no-cost subssst analysics soo] which belps
Todoral agencies detect and prevenn amproper peyments made 1 vendon. gralies, nan
mecimenes. and beneficianes Apracies can chec k mnhiple dees s o make prmen
eligibulity decmanns.

Wie are excited %o have you jom w in the fight 10 detect and prevest impeoper pavments. We
waat 1o knorw of you successfully logged in 5o the [INF Porl using poer Persosal Idemity
Vesification (FIV) Card, Commeon Agcess Card (CAC), o LingPass Card.

Pheass contact (he IINP Sapgeort Conber (1555 BITA301) bmimeidistely i yomm i harviig

*Your process may not occur in this exact order.

This is a high-level flowchart of the DNP PIV, CAC, and LincPass onboarding process. These
steps are detailed within this document.
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II. COMPLETING FORMS

Agency Specialist Sends User Enrollment Form

Your agency’s Point of Contact (PoC) will receive an email from your Agency Specialist after
the access group has been created. This email will contain a User Enrollment Form that must be
reviewed and completed for each anticipated Portal user. If an anticipated Portal user has an
existing PIV, CAC, or LincPass Card for another U.S. Treasury application (e.g., SPS, JFICS,
etc.), this must be indicated on the User Enrollment Form.

Access Group Administrator (AGA) Completes and Signs the User
Enrollment Form

Your Agency Specialist will populate all the “Internal Use Only” fields within your User
Enrollment Form before sending to your agency. The remaining fields will need to be completed
and the form must be signed by your agency’s designated AGA. Your agency’s Authorizing
Official (AO), Primary Local Security Administrator (PLSA), or Local Security Administrator
(LSA) can act as an AGA; AGAs designate which access group a user is permitted to view. The
DNP Program requires that each page of your User Enrollment Form be returned to your Agency
Specialist. If there are questions regarding specific fields within your form, your Agency
Specialist can assist you.

Example of the User Enrollment Form:

= ONP

User Enrollment Form

This form is designed to enroll agency users in the Do Not Pay (DNP) Portal and establish an TBM Security Identity Manager (ISIM) account. If the user has an existing ISIM account, please provide the User ID, where
requested. The User listed is designated to perform the Role and Access Group responsibilities in the DNP Portal in accordance with the DNP Portal Requirements.

Section 1: Action Requested [check one]:
[ | CREATE [ IMoDIFY [ I DEACTIVATE

Specific action taken: Enfer fext

Section 2: Access Group Information (Color Filled Cells to be completed by DNP - INTERNAL USE ONLY)

Department Name: Enter Department Name ‘ Business Name: Enter Department Name

Append Code: Enter text I Access Group Name (Use ALL C4PS) Associated Access Group Level: Select

If applicable Enter Agency Acronym [Based on Agency Hiesarchy Structure]
Agency Hierarchy Structure

Level 1: Enter Department Name Level 4: Enter Department Name

Level 2: Enter Business Name Level 5: Enter Business Name

Level 3: Enter Department Name Level 6: Enter Business Name

Section 3: User Information
(Al Fields Requived) *Provide your work shipping address to receive a U.S. Treasury package (P.O. Boxes not acceptable)

Assigned DNP Access Group Role:

Existing Treasury Application: No "
r T Select

If YES, enter your User ID

Existing Treasury PKI Token: No
If YES, enter name of application

Legal First Name: Legal Last Name: Official Title: Work Email Address: Work Office Phone:
Enter tex Enter text Enter text Enter text Enter text
Shipping* Address: City: State: Zip Code:
Enter text Enter text Enter text Enter text

Within the space below, please explain under what authority that this user is able to act as an AGA for your agency (camplete only when granting a PLSA or LSA access group role designation)

Enter text

Section 4: Access Group Administrator [form may be signed by the A0, PLSA. or LSA]

Administrator Legal Name: Enter text | Administrator Work Phone: Enter text | Administrator Work Email: Enter text

Administrator Signature: Access Group Role: Select Date: Enter text

Please email ALL pages back to your Senior Agency Outreach Liaison.

I you have any questions, please contact your Senior Agency Outreach Liaison or the Agency Support Center at 1-355-837.4391 or donotpay@fisealtreasury.gov.

DNP User Enrollment Guide - PIV, CAC, LincPass
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III. EMAILS
IBM Security Identity Manager (ISIM) Email

After your User Enrollment Form is received from the AGA, the user provisioning phase begins.
Before being granted access to the Portal, you must have an ISIM account. After your account
has been provisioned, you will receive two automated emails; one with your ISIM User ID and
one with a temporary ISIM password. You must login to create your ISIM password. You have
24 hours to create an ISIM password; if not, the temporary password must be reset.

In ISIM, you will be reminded on the Single Sign On page that by logging in, you agree to abide
by the Rules of Behavior. A link will also be available that will direct you to review the Rules of
Behavior. There is a set of Rules for both Internal and External Users. Note the Warning
included at the bottom of the page.

SINGLE
SIGNCON

Forgot Password Change Password Forgot User ID Contact

You have successfully logged out.

Please close your browser to complete the logout process

By logging in with PIV , SecurlD, or User IDPassword, you acknowledge that you have read, understand, and agree to abide by t

PIV Card or iKey ©  SecuriD © | UserID & Password (2]
Please make sure your card/iKey is plugged into User ID User ID (ITIM)
the reader
Passcode Password
]

LOGIN WITH YOUR

P1V

LOGIN LOGIN

WARNING WARNING WARNING

You have accessed a U.S. Government information system, which includes (1) this computer, (2) this network, (3) all computers connected
to this network, and (4) all devices and storage media attached fo this network or to a computer on this network. U.S. Government
information systems are provided for the processing of official U.S. Government information only. Unauthorized or improper use of this
information system is prohibited and may subject you to disciplinary action, as well as civil and criminal penalties. All data contained on
U8 Government information systems is owned by the U S5 Government and may, for the purpose of protecting the rights and property of
the U.S. Government, be monitored, intercepied, recorded, read, searched, copied, or captured in any manner and disclosed or used for
any lawful government purpose at any fime. THERE IS NO RIGHT TO PRIVACY IN THIS SYSTEM. System personnel may give o law
enforcement officials any potential evidence of crime found on U.S. Government information systems. USE OF THIS SYSTEM BY ANY
USER, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES YOUR UNDERSTANDING AND CONSENT TO THIS MONITORING,
INTERCEPTION, RECORDING, READING, COPYING, OR CAPTURING AND DISCLOSURE

You can either scroll or click the appropriate box to review the Rules of Behavior that apply to
you.

DNP User Enrollment Guide - PIV, CAC, LincPass
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The Bureau of the Fiscal Service (Fiscal Service) Security Rules of Behavior (Rules

of Behavior)

_Rules of Behavior for Internal Users Rules of Behavior for External Users |

The Bureau of the Fiscal Service (Fiscal Service) Security Rules of Behavior (Rules of Behavior) for Internal Users
PURPOSE:

The Rules of Behavior define responsibilities and procedures for the secure use of Fiscal Service data, equipment, information
technology (IT) systems, and facilities. By reading and signing the Rules of Behavior, Users (defined below) acknowledge their
responsibility for complying with the Rules of Behavior

SCOPE:

The Rules of Behavior apply to Users (not public users) who access or maintain any Fiscal Service data, equipment, IT systems, or
facilities, regardless of location, e.g.. at regular duty station, at telework, or on travel. Users are individuals who have access to
Fiscal Service data, equipment. IT systems or facilities for the purpose of performing work on behalf of Fiscal Service. Examples of
Users include, but are not limited to, Fiscal Service employees, employees of contractors, sub-contractors, and agents. At Fiscal
Service's discretion, certain individuals who have access to Fiscal Service data, equipment, IT systems, or facilities may not be
considered Users under this definition and as such may not be required to sign these Rules of Behavior. In addition to the rules and
requirements contained within this document, Users should note that other federal laws and regulations apply when accessing
Fiscal Service resources (e.g., licensing agreements and copyright laws), but are considered outside the scope of this document.

You will receive the following two emails. The first email includes your ISIM User ID while the
second includes your temporary ISIM password. For security purposes, they are sent separately.

Example of ISIM Emails:

Fram ! Bureay of the Fiscal Service-ISIM PP <donotreply @fms. freas. gov > Sent:  Tue 3/6/2018 3:58 PM

Ta:

(=]

Subject: SuecessTully crested your account iguidedl on Single Sign On [FSLDAR. Plesse logan to the TV System and change the new sccount password. Then you may begin Using your new acco
G

A new Single Sign On [FSLDAP) account has been created for you within The Bureau of the Fiscal Service's (BFS) user provisioning system (ISIM).
This Single Sign On (FSLDAP) accaunt (user ID) will enable you 1o l0g into many Treasury applications such as PAM, SPS, OTCnet, ITS, GTAS, FedDebt, GFRS,
Cashtrack, DebiCheck, PIR, TCMS, TCMM, TRES, DNP, ITIM, FIR, Debit Gateway, etc.

Please logon 1o the ISIM system tao change the temporary password that has been issued to you by separate email. ISIM can be accessed at
htips://isimpreared. fiscal.lreasury.gov/itim/self.

i you nead assistance, please contact your application Halp Desk or BFS Service Desk &t 304-480-7777.

This email was generated by BFS user provisioning system (ISIM) during the processing of one or more reguests.

From: Bureau of the Facal Servace 15IM PP <donotrepiy $ns. teos.gov > Sent: Toe 36/2015 3:58 FM
To

—Cc
Subject: The M System created a new Single Sign On [FSUDAR) sccount for ISIM Guides

The Bureau of the Fiscal Service’s (BFS) user provisioning system (i5IM) has created a temporary Singie Sign On (FSLDAPjaccount password for you,

Please logon to the ISIM system to change the temporary password issued to you above, ISIM can be accessed at hittps:/) fiscal treasury.gov/mim/self,

If you need assistance, please contact your application Help Desk o BFS Service Desk at 304-480-7777.

This email was generated by BFS user provisioning system (ISIM) during the processing of one or more requests.

DNP User Enrollment Guide - PIV, CAC, LincPass
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How to Create Your ISIM Single Sign On (“SSO”) Password

The following instructions will assist you in creating your ISIM SSO password.

1. By clicking the link on the second email, it will take you to the Single Sign On page
where you will enter your User ID and temporary password received in the email and
click [Login].

SINGLE
SIGNCON

Forgot Password Change Password Forgot UseriD Contact

By Iopging in with PIV , fecuriD, or User IBPassward, you scknowledge that you have read, understand, ard agree to abide by the Rules of Dehavior

PIV Card or iKey (2] SecurlD €  UserlID & Password ©
Please make sure your cardiiKey is plugged into Uger ID User ID {(ITIM)
the reader i (06
1suse
- Passcode Password
y =
—3 [ITYTTTTYTYYY
Ba- LOGIN WITH YOUR
= PIV
=8 LOGIN LOGIN

2. You will then be directed to change your password by entering the temporary password
again and then your new password following the rules listed. After changing your
password click [Change Password].

- 2. Review the criteria for my new password:

Maximum repsated characters i
Reversad nislony kength 10
Mnimum alohabetic ¢haracters 2
Repeaked history length 10
Disaliow user ID True
DOisallow user name{with Case-Insensitivity)  True
Disallow user namea True
MAKIFURT length 15
Required characiers WEFEWRNE)_+-=
Oaliow user ID{with Case-Insensifivity) True
hinimum numeric ¢haractars 1
Minimum length 12

DNP User Enrollment Guide - PIV, CAC, LincPass
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T ke Sk N

WARNING: New passwords must be at least 12 characters long and contain 1 upper case letter, 1

special character, and 1 number

Password Change Request

iguide01 please change your current password before continuing.

I |

Old Password

New Password

Confirm New Password

CHANGE PASSWORD ’l CLEAR THIS FORM |

3. You will receive confirmation that this will be the password to use the next time you log
in. Click [Continue] to complete the Challenge/Response steps.

N Fisal Senie e

WARNING: New passwords must be at least 12 characters long and contain 1 upper case letter, 1

special character, and 1 number

Password Change Information

iguide01 your new password has been set.

Use this new password the next time you log into your account.

DNP User Enrollment Guide - PIV, CAC, LincPass
Last Updated: March 2022 10



NONCONFIDENTIAL // EXTERNAL

Next you will need to complete the Challenge/Response information. The responses to
these questions will help validate your identity for future password resets. Select the
check box next to the three questions you want to answer and type your answer in the

Response field as well as the Confirm Response field. After responding to three of the six
questions, click [Save My Questions & Responses].

| BUREAU OF THE

*\\ Fiscal Service

Change Challenge/Responsa

Change Chalenge/Response - Seleqt and Provide Responses to Questions

If you forget your password or your password expires, you can choosn o use aur 5=Ir55w|.:e Account/Password Resst process o reset it by clicking on the Forgo: Password fnk on the login page. This process u ill sk
you to provide the responses to the Ch alle'r;e, Response gquestions you set ug when you first accessed your account, This screen allows you to provide the respenses that the Self-Service Account/Tassveard Re

process requires. Selact and provide responses to any 3 of the chaIIEnge Quettions below, Dlezse Snsure thas cch FEsponss i3 UnIGUE =nd & /=25 3 Characters long =na then chok save iy Responsas, Note: Resporses
are case-insensitive responses to any 3 of the challenges below, ensurirg sach responss is unique and at least 3 characters long, and then dick Submit, Mote that responses are lester czse-insensitive,

Selact Quastion Response Confirm Responsa

W i e fs e e e e e S

[ et va

(W] e e e ey o e e ren e e e
] what was the name of the city where you were barn?
[ wher wzs the name of wour first pet?

[] whet wias the madel of your firs: susomosilz?

I | Save My Questions & Ressanses |I Canel |

Accessitility | Contects |

Privacy Policy
U. 5. Department of the Treasury - Bureau of the Fiscal Service

5. You will now need to enter your Shared Secret. The Shared Secret is used to assist the
Fiscal Service Help Desk validate your identity if you need your password reset but have
forgotten your Challenge/Response information. Your Shared Secret is required to be at
least 3 characters long and should be a word or phrase that is easy for you to remember
After populating and confirming your Shared Secret, click [Save my Shared Secret].

¥ Fiscal Service

Change Shared Secret

Change Sharad Secrst - Sat a new Sharad Secret (used when calling the Heln Desk

Your Shared Secret iz used by the Help Desk personnel to verify your identity when you call them. At that time, you need to to provide this shared secret. This screen allows
you to set the Shared Secret phrase. Please ensure that the shared sacret is at least 3 characters long and than dick Save My Sharad Sacret button,

Shared Secrat Confirm Shared Secret

| |

Acgessibility | Erivacy Policy
u.s ::eparun.-nrcfth_'rreamr) ” Bureau of the Fiscal 5

ervice

DNP User Enrollment Guide - PIV, CAC, LincPass
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6. The system confirms that your Challenge/Response and Shared Secret have been saved.
You will be required to wait 15 minutes before you are able to log into ISIM again or
your application for the first time.

7. Click the [Logout].

N Fiscal Service

- Simes O lmes e _

Change Challenge/Response - Completed

‘four new challenge questions and responses, as well 35 your new shared secret have been successfully savad.

' Please wait 15 minutes prior to accessing your application.

-
—

- accibil 2

U. 5. Department of the Treasury - Bureau of the Fiscal Service

8. View of the ISIM Self-Service screen once the ISIM password has been successfully
created.

BUREAU OF THE

IBM Security A .
Fiscal Service |

.
Identity Manager ¥

Welcome, Tamara lsusr Help Logoff
My Password Change Password
A Use this linkto change your passwords
#
'

Change Forgotten Password Information
Use this linkif you need to change the information required to log in when you have forgotten your
password

Change Account Password
Usethislinkto change account password for accounts that are excluded from passward synchronization

My Access Reguest Account
Requesia new account.

B
L

Delete Account
Delete one of your existing accounts.

View or Change Account
Change one of your existing accounts

RequestAccess
Requesiaccess to items such as accounts and applications.

View Access
View your access to ilems such as accounts and applications.

Change Account Category
Changethe category of your accounts so that they can be excluded from password synchronization

DNP User Enrollment Guide - PIV, CAC, LincPass
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How to Reset Your ISIM Single Sign On (“SS0O”) Password

The following instructions will assist you in resetting your ISIM SSO password.

1. Access the ISIM Self-Service website.

URL — https://isim.fiscal.treasury.gov/itim/self

2. Enter your User ID and Password, and then click [Log In].

SINGLE
SIGKCON

Forgot Password ~ Change Password ~ ForgotUseriD  Contact

By legging in with PI¥ , ScourlD, or User INPassward, you acknowledge that you have read, understand, ard agres to abide by the Rules of Behavior

PIV Card or iKey (2] SecurlD (2]
Please make sure your cardiiKey is plugged into User ID
the reader
Passcode
) =

L'J_‘ LOGIN WITH YOUR

= PIv

S LOGIN

3. The ISIM Self-Service website will display.
4. Click [Change Password].

BUREAU OF THE

IBM Security

Identity Manager % FlS[:ﬂ|SEWII:E e g y

Welcome, Tamara lsusr

User ID & Password
User ID (ITIM)
tisuser06

Password

LOGIN

Help Logoft

My Password - Change Password
ra) Use this link to change your passwords.
+
= Change Forgotien Password Information
Use this link if you naad to change the information required to log in when yeu have
forgotien your pacsword.

Change Account Password
Use this link to changs account passwerd for aceounts that are excluded from
paseword synchranization.

My Access Request Account

E Reguest a new account.

Daleto Account
Delete one of your existing acceunts

View or Change Account
Change ene of your existing accounts.

Request Accoss
Request access to items such as accounts and apphications.

View Access
Wiew your sccess to ilems such 2= accounts and applicatons.

Change Account Catenory
Change the category of your accounis so that they can be excluded from password
synchronizaten.

DNP User Enrollment Guide - PIV, CAC, LincPass
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5. On the Change Password page, you will first need to select the accounts for which you

would like to change the password. Click (1) [Select my accounts that will be affected
by this password change].

]BM Secu:ri‘l:y * rl__:: BUREAL OF THE

Identity Manager ¥ Fiscal Sen"[:e g

Walcome, Tamara lsusr

Help Logoft
Home > Change password

C hange Password

Select the accounts 1o be affected by the password change, then review the criteria for the new password, then specity a new password In the fields below and click OK 1o
change your password. Click the Cancel bution 1o cancel without cnanging your password.

Ip 1. Select my accounts that will be affected by this password change. I

b 2. Review the criteria for my new password:

3. Change my password
MNew password:

New password [confirm )

6. All the accounts associated with your profile will appear. You can change the password
for all your accounts or just select accounts. To synchronize the password on all your
accounts in ISIM, click the Select All check box. If you only want to change your
password for particular accounts only select the check box to the left of the account type.

7. Check the box next to [Single Sign On (FSLDAP)] in the Account Type column.
IBM Security BUREAU OF THE

Identity Manager \ 1] HscalSBWlEE

Welcome, Tamara lsusr

Help Logofi
Home = Change password

Change Password

Select the accounts to be affected by the password change, then review the criteria for the new password, then specify a new password in the fields below and click OK to
change your password. Click the Cancel bution to cancel without changimg your password.

+ 1. Select my accounts that will be affected by this password change.

Select or 1D Avcount Type Description
an ™
] tou=ds Single Sign Gn (TWAIT)
[ teusos Singla Sign On (TWEIET) FELDAR at TWA T
:I tisusrdS Single Sign Cn (FSLDAP) Thi= Single Sign On (FSLDAR) account (user 10) will ers.

Pape 10l 1 Total 3 Displayed 3 Seiecied: 0

Search for accounts
Cannot find the account you are looking for? Search for more accounts.

p 2. Review the criteria for my new password:

3. Change my password
New password:
|

New password (confimm):

|

DNP User Enrollment Guide - PIV, CAC, LincPass
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8.

Click [Review the criteria for my new password] to display the criteria for creating
your new password. You must now enter your new password using the criteria outlined
and then confirm the password by re-entering it. Click [OK] to change your password. If

you do not want to change your password, click [Cancel] and you will be directed back
to the Self-Service home page.

Note: If the Single Sign On account is not selected, the criteria for the password will not
show when Option 2 is expanded.

Enter the new password in the New password field, confirm the password in the New
password (confirm) field, and then click [OK].

Change Password

Select the accounts to be affecied Dy the password change, then review the critenia for the new password, then specify a new password In the flelds below and cick OK 1o
change your password. Click the Cancel button 1o cancel withoul changing your password. All required Tields are marked with (+).

= 1. Select my accounts that will be affected by this password change.

s.n
A
&
E

Ansount Type Dasorption

AL

[¥]  tsus06 Singla Sign Cn (TWAIT)

=06 Single Jign On (TWAI FT) FSLDAPR at TWAI FT

[¢] tesiE Single Sign On (FSLOAP) Thiz Sirgls Sign On (FELBAR) seeaunt (user I0) wil enz.
Page1of1  Totar3  Diplayed 3 Selected 3

Search for accounts
Cannot find the accouni you are looking for? Search for more accounis.

I:- 2. Review the criteria for my new passwurd:l

Masimum repsatsd characters

2

Reversad nislory lengih 10
Minimum alphabetic ¢haracters 2
Repeated hisiary length 10
Dieslow user 10 True
Disalow user name(with Case-insensitivity)  True
Di=slliow user name True
WaHImUM lengtn 15
Required characters I@FERN)_+=
Dissllow user IDjwith Case-Insensifivity) True
Minimum numeric ¢haracters 1
Mlinimum length 12

3. Change my password
+New password
[sassssnacnen

+MNew pazsword (confirm):

|.o.ooa..o.ou|

DNP User Enrollment Guide - PIV, CAC, LincPass
Last Updated: March 2022 15



NONCONFIDENTIAL // EXTERNAL

10. The Request Submitted page shows the request detail of the action you just performed.
To check the status of your request, click [View My Requests].

.

IBM Security *'- BUREAU OF THE

S 1] . .
Identity Manager g FIS[:al Senﬂce

Help Logoff

Welcome, Tamara lsusr
Home » Change password > Reguest submitted

Request Submitted: Change Password
YoU have submitted a request. Below |5 the Information avallable 10 you at this time.

Request Detail

Request I1D: 056501324221913061
Date Submitted: April 3, 2018 3:50:05 PM
Request Type: ‘Changs Password for Muftiple Accounts

AccessfAccount  tSusrDE on Single Sign On (TWAL IT)
tisusrDE on Single Sign On (TWAI FT)
tisusr06 on Single Sian On (FSLDAR)

Related Tasks

To check on the slatus of your regues!, rafer 1o e Visw Hegquaats [0S

To perform other tasks go 1o the IBM Security ldentity Manager Home page.

11. To verify your password was changed successfully click on the appropriate link in the
Request Type column.
The Status Detail shows the password change was successful. If you receive a
Status Detail showing a failed request, you need to contact the Fiscal Service Help
Desk at (304) 480-7777 for assistance to change your password.

View My Requests

Click the request type 1o view its information

View: | Show last 31 days | @

Date Submitted starug AccountAccess
2018 04 03 15:50:00 Success tieusrDE on Single Sign On (FELDAR | tisusiDE on Sin...
201804 02135650 Success tieuarDE on TCIS QA
201804 03 131920 Timed Ou ligurDE on FPS
2018 04 03 11:31:47 Success Tamara lsusr
2018 04 03 11:10:56 In Process. null on null
2018 03 22 09:26:58 Warning tigusr06 on GTAS
20180306 093853 Failed isusiDG on TP3 (TWAI QAC)H

nj 201803 D6 09:29:02 -

Request Information

Page 121 Total: 10 Dimpleyed: 10 J

Go to Home Page 1 Request Detail
Request ID: 956501334221918061
Date submitted: April 3, 2018 3:50:09 PM
Requesttype:  Change Password for Multiple Accounts

Account/Access: tisusrD6 on Single Sign On (FSLDAP)
tisusrD6 on Single Sign On (TWAI FT)
fisusrD€ on Single Sign On (TWAI IT)

Date completed: April 3, 2018 3:51:16 PM

Status Detail: Success

Go to View My Requests

12. Log off and log back in to test your new password.
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Welcome to DNP Email

After the U.S. Treasury processes your form, you will receive the Welcome to DNP Email from
the DNP email box (donotpay@stls.frb.org). This email contains potential tools to ensure that
you get the most out of the DNP Program and the Portal, and contact information for the DNP
Support Center, if you should encounter issues attempting to log into the Portal
(855-837-4391).

Example of the Welcome to DNP Email:

o DNP:

Dear New Do Not Pay User,

Welcome to Do Not Pay! Do Not Pay (DNP) 1s the no-cost robust analytics tool which helps
federal agencies detect and prevent improper payments made to vendors, grantees, loan
recipients, and beneficiaries. Agencies can check multiple data sources to make payment
eligibility decisions.

We are excited to have you join us in the fight to detect and prevent improper payments. We
want to know if vou successfully logged in to the DNP Portal using vour Personal Identity
Verification (PIV) Card, Common Access Card (CAC), or LincPass Card.

Please contact the DNP Support Center (855-837-4391) immediately if you are having any
login issues.

DNP Offers Several Educational Tools:

DNNP Video Trainings and one-on-one training sessions are available and have been designed to

ensure you get the most out of DNP. For example, the “How to Adjudicate in the Portal™ and the
“Introduction to DNP™ on-demand videos are tools that provide users step-by-step guidance and
other relevant information. To access these tools. go to

https:/fiscal treasury. gov/dnp/training html.

Let Us Know How We Are Doing!

To ensure DNP 1s doing 1ts best to assist you, please tell us about vour experience throughout the
enrollment process. Your feedback 1s incredibly valuable to the future delivery of customer
service. You can contact us at donotpay(@ifiscal treasury gov or 855-837-4391. In addition_ our
website has a lot of good information fiscal treasury_gov/dnp.

We appreciate working with you and look forward to offering yvou our continued support.
Sincerely,

Do Not Pay Support Center

DNP User Enrollment Guide - PIV, CAC, LincPass
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IV. GAINING ACCESS TO THE PORTAL USING A P1V CARD

PIV Card:
e C(Click here to move to the “Linking Your PIV Credentials” section within this Guide to
link your PIV-I credentials before accessing the DNP Portal (non-U.S. Treasury users).
e Ifyouare a U.S. Treasury employee using your PIV Card, click kere to move to the
“Logging into the DNP Portal” section within this Guide to assist you in logging into the
DNP Portal.

Example of a PIV Card:

Linking Your PIV Credentials

Before Linking your PIV Credentials, Review Your “Certificate Authentication Status”
1. Insert your PIV Card.

2. Open a new internet browser window and navigate to https://piv.treasury.gov.
3. Enter your PIV Card Pin and click [OK].

Windows Security M

Microsoft Smart Card Provider
Please enter your PIM.

—==g| PN
|E ........| l
Click here for more information

DNP User Enrollment Guide - PIV, CAC, LincPass
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4. Your Certificate Authentication Status should read “SUCCESS”.

' SINGLE

Certificate Authentication Status: (SUCCESS)

SSL PROTOCOL TLSV1
SSL CIPHER ECDHE-RSA-AES256-SHA

o Ifyou do not see “SUCCESS?”, this is indicative to a problem with your workstation
or certificate. Please contact your local IT support for assistance.

Linking Your PIV Credentials:
1. Insert your PIV Card.
2. Open a new internet browser window and navigate to the CASS Home page.

o URL - https://piv.treasury.gov/cass/
3. Click [I need to link my PIV or PIV-I cert to an existing Fiscal Service SSO

account].
r HE=
AN R
at&ﬂﬁ https://pivt. O~ @ B ¢ X | HFedWeJ:Home @ Us Depart... % b T 58
File Edit View Favorites Tools Help
n »
9% £ Kinetic Calendar List [ff] Understanding Enhanced ... 27 TWAIITSM Login (4)

Manage Identity/Account Contact

| do not have a Fiscal Service SSO account

I need to link my PIV or PIV-I cert to an existing Fiscal Service SSO account

4. Enter first name, last name, and email address. These fields must match what the user
already has in ISIM. Click [Submit].

DNP User Enrollment Guide - PIV, CAC, LincPass
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5. You should receive an email with a registration link. Click the registration link.

@ SINGLE
SIGNCON

Manage Identity/Account Contact

A one time registration link has been sent to the email address you provided. Please use that link to
complete your registration within 24 hours.

6. Type in your ISIM User ID and Password.
o If you have forgotten your password, contact the DNP Support Center at
(855) 837-4391 to have your password reset.

"GN

Manage Identity/Account Contact

Enter the userlD and password for the SSO account you wish to link to your PIV or PIV-| credentii

UserlD:
|

Password:

7. You will receive an email from ISIM within a few minutes, confirming that your
credentials were successfully linked. You can click on the link in the email or type in
https://fiscal.treasury.gov/DNP/ and click [Log In].

&

Manage Identity/Account Contact

Your request has been submitied successfully. You should receive an email within 24 hours with further
instructions

DNP User Enrollment Guide - PIV, CAC, LincPass
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V. LOGGING INTO THE DNP PORTAL

Open Your Internet Browser

1. Insert your PIV Card.
2. Type https://fiscal.treasury.gov/DNP/ in the address bar and push Enter.

3. Click [Log In].

U.5. DEPARTMENT OF THE TREASURY

Z= Official website of the United States Government
*Ti[] BUREAU OF THE = Az Q
e Fiscal Service [ROREAEY CEn | e | e

& Verify Eljgibility
@ Save Time
© Save Money

o

‘“{

Do Not Pay

Do Not Pay (DNP) is the no-cost robust analytics tool which helps federal agencies detect and prevent improper
payments made to vendors, grantees, loan recipients, and beneficiaries.

Agencies can check multiple data sources in order to make payment eligibility decisions.

LOGIN ENROLL

Fiscal Service Enterprise Single Sign On

1) A new browser window will open.
» Click [Login with Your PIV]. Note your agreement to the Rules of Behavior.

; SINGLE
. SIGNCON

. Ses,

PIV Card or iKey o

Plaase make surs your cardikiey is plugged into
the reader

LOGIN WITH YOUR
p

PIV

R, A
INTERGEPTION, RECORDING. READING, COPYING, OR GAPTURING AND DISGLOSURE.
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2) Another browser window will open with your certificate information.
» Select a Certificate and click [OK] and then enter your PIN associated with your
PIV Card and click [OK]. Your screen may look different based on your
Windows version.

Select a certificate

Select a certificate to authenticate yourself to piv.treasury . sampleport: 123

Subject Issuer Serial

Certificate information “ Cancel

Windows Security X
Smart Card
Please enter your PIN.

PIN

pin

Click here for more information

Cancel

= |
3) Another browser window will open with DNP’s Terms and Conditions.
» Please review the document and then click [Accept] to gain access to the
application. This window will open each time you login.

NP

Terms and Conditions

I have a need to know the information in the Do Not Pay Portal in order to perform my official job duties. | agree only to access the
data that is necessary to perform those duties. | will not access Do Not Pay for fraudulent purposes. | acknowledge that browsing, or
any unauthorized access of Do Not Pay data, constitutes a serious breach of the confidentiality of that information and may be
subject to criminal and civil penalties.

1will make no unauthorized changes to data delivered to me from Do Not Pay. | will not use the information obtained from Do Not
Pay, either inadvertently or deliberately for personal gain (for example, to initiate unauthorized refunds/ payments, or to wrongfully
grant/deny rights, benefits or privileges).

While assessing and researching this site, | may be alerted to information on persons, entites, firms or subcontractors with whom |
have a direct or indirect financial interest. In the event that | suspect or later become aware of a confict of inerest or financial
interest, | agree to report this immediately to the appropriate Federal agency ethics officia.

When I no longer have an official need for the Do Not Pay information, | will request that my access to the site be terminated

1wl not disclose any information from Do Not Pay to any unauthorized person. Any unauthorized disclosure of information, failure to
disqualify myself from participation in any ecision process in which | have a financial interest, or use of Do Not Pay for other than
the specific authorized purpose may result in an investigation that could lead to disciplinary actions and other consequences
including the loss of Do Not Pay access.

Dectne -
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DNP Portal: Homepage

In order to retain your access to the Portal you must follow the ISIM Aging Rules:

ISIM Password Reset: Each user must reset their Single Sign On password at least
every 120 days, even if you are logging into the Portal using a PIV card or PKI token. To
reset your password go to ISIM Self Service.
o Once the 120 days has lapsed, you cannot login to ISIM to reset your password,
you must call the Help Desk at 855-837-4391 to have it reset.

Suspended: All user accounts that have not logged into the Portal in the last 120 days
will have an account status change to “suspended”.
o Suspended users must call the DNP Support Center at
855-837-4391 to have their account restored for access to the Portal.

Deleted: All user accounts that have not logged into the Portal in the last 13 months will
be “deleted”.
o To regain access to the Portal, deleted users must complete the DNP enrollment
process.

Note: If you no longer need access to the Portal, please contact your Authorizing Official,
Primary Local Security Administrator, or your Local Security Administrator.

Redesigned Portal

SENSITIVE BUT UNCLASSIFIED

. Online Search

Q

* 0
]
e Announcements &% INT_CBAFWLONE MCSR0O001 v
Enter SSN/EIN/TIN Enter First Name Enter Last Name
Enter UEI Enter EFT Indicator Enter Business Name
Select Data Sources X
Select All
American InfoSource Death Data — American InfoSource Death Data — Automatic Revocation of Exemption List Credit Alert System (CAIVRS)
Obituary (AIS-OBIT) Probate (AIS-PROB) (ARL)
Dept of Defense Death Data (DOD) Dept of State Death Data (DOS) List of Excluded Individuals/Entities — List of Excluded Individuals/Entities —
Public (LEIE-PUB) Restricted (LEIE-RES)
Office of Foreign Assets Control (OFAC) SAM Entity Registration Records SAM Exclusion Records — Public (SAM- SANM Exclusion Records — Resiricted
(SAMENT) EXCL-PUB) (SAM-EXCL-RES)
P2 334 Neath Master File (NMF) P TOPR Neht Check NACKY
SENSITIVE BUT UNCLASSIFIED “ An Officlal Webslte of the United States Government  ~
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VI. USER GUIDE

For assistance navigating the DNP Portal, you may refer to the User Guide within the DNP
Portal.

1. Log into the DNP Portal

2. Click on the E (upper right corner)
3. A new window will open. Click [User Guide].

SENSITIVE BUT UNCLASSIFIED

* 00
~ DIP:
PAY @ Announcements QAFADJOT v

. Online Search

Q

Enter SSN/EIN/TIN Enter First Name Enter Last Name
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VII. TROUBLESHOOTING
Unable to Log into the DNP Portal

A.
. Do not use Internet Explorer. You may use Microsoft Edge, Google Chrome, or Firefox.

B
C.
D. After re-opening your browser, please type https://fiscal.treasury.gov/DNP/ manually into

E.

F.

Verify the URL is correct. (https://fiscal.treasury.gov/DNP/ )

Delete Temporary Internet Files (TIFs) and Cookies from your browser.

your address bar.

If you are getting prompted for a PIV certificate, make sure you are choosing the correct
certificate from the certificate box.

Verify you are inputting the Pin that you had set up for your PIV Card in the Password
screen.

If you are still receiving an error, record the error message (a screenshot is best), and forward
your name, ISIM User ID, phone number, email address, and a brief description of the
problem in a secured email to donotpay(@stls.frb.org or call the DNP Support Center at (855)
837-4391 for assistance.
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Issues on Downloading Text or Excel File with Existing Browser

If the existing browser that is being used is preventing you from downloading a Text or Excel
file, ensure that the browser settings under the Security section that reads “Do not save encrypted
pages to disk” is checked. It depends on the browser version in use where this setting is located.

» Please see example below for Microsoft Edge.

o Go to Tools-> Internet Options -> Advanced Tab -> Security

Internet Properties 7
General Security Privacy Content Connections Programs
Settings

Enable alternative codecs in HTMLS media elements™ ~
Enable automatic image resizing
Flay animations in webpages*
Flay sounds in webpages
[ show image download placeholders
Show pictures
% Security
[ Allow active content from CDs to run on My Computer®
[ allow active content to run in files an My Computer
[ allow software to run or install even if the signature is invi
[ Blodk unsecured images with other mixed content
[ check for publisher's certificate revocation
[ cCheck for server certificate revocation™®

[ Check for sianatures on downloaded proarams &
< >
*Takes effect after you restart your computer
Restore advanced settings

Reset Internet Explorer settings

Resets Internet Explorer's settings to their default

condition, Reset...

‘You should only use this if your browser iz in an unusable state.

@ Some settings are managed by your system administrator.

Gl | oo
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VIII. SYSTEM REQUIREMENTS

This section details the system and configuration requirements necessary to utilize the Portal.

Requirement Details
Type

Note: Microsoft Edge Native Mode which emulates Internet Explorer is not supported by DNP.
Note: Please do not use the back button on your browser. DNP does not support the use of the browser
back button. The navigation pane on the left side of the DNP Portal may be used to return to a previous

e PIV, CAC, or LincPass card and reader
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IX. FREQUENTLY ASKED QUESTIONS (FAQs)

Q. Why is gaining access to the DNP Portal such a time intensive process?

A. The primary reason it takes time to gain access to the Portal is due to the security
measures DNP takes to ensure that data sent and received in our system is secure. As
we review your enrollment request, there are several time intensive steps that may
delay the process, some of which include: observing The Privacy Act of 1974 with
regard to an enrollment request or reconciling your agency’s specific technology
practices against others in our system, a process that can sometimes lend itself to
unpredictable interfacing problems. Ultimately, DNP makes every effort to ensure
that privacy and security risks are mitigated, a process that takes time and may
attribute to a lengthy enrollment process.

Q. What does it mean that I’ve been selected to be a user in the DNP Portal?

A. Your position plays a vital role in the payment cycle at your agency. As part of your
agency’s ongoing efforts to reduce improper payments, your agency is verifying their
payments through the DNP Portal. Contact your Authorizing Official to obtain
additional details. If you are unsure who you are Authorizing Official is at your
agency, call the DNP Support Center at (855) 837-4391 and we can help point you to
the correct person at your agency.

Q. Why do I need a PIV Card?

A. Your PIV Card Token is used to verify and certify that you are allowed access to the
DNP Portal. Your PIV Card is a secondary layer of authentication, to protect your
information and your agency’s data within the DNP Portal.

Q. My initial log in did not occur within 30 days of being granted access to DNP. What
will happen to my access?

A. You have 24 hours to create an ISIM password; if not, the temporary password must
be reset. To retain access to the DNP Portal, you must login in at least every 120 days
or your access will be suspended. If you do not login to the DNP Portal in 13 months,
your access to the DNP Portal will be deleted.

Q. What do I need to do if my DNP access is inactive?

A. Call the DNP Support Center (855) 837-4391 and ask to have your DNP access
reactivated. You must login to DNP immediately to retain an active status.

Q. How do I learn how to use the Portal?

A. Go to the Training page at the DNP website to utilize resources. There, you can
review Spotlight training and how-to videos. These resources provide videos on
various DNP Portal functions and services offered. Also, your Agency Specialist is
always available for one-on-one training to fit your specific needs.
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Q. Whatif I have a question about my match results in the Portal?
A. Contact the DNP Support Center or send an email requesting contact at the DNP
mailbox, donotpay@fiscal.treasury.gov. Do not send Personally Identifiable
Information (PII) or screen shots with PII via email.

Q. What should I do with my PKI Token if I converted to PIV access?
A. Return your PKI token to:

Bureau of the Fiscal Service

257 Bosley Industrial Park Drive
Parkersburg Warehouse & OP Center Dock 1
Attn: ICAM

Mail Stop T2-A

Parkersburg WV 26101

X. GETTING HELP

There are several ways you can obtain help when using the DNP Portal.

You may contact your Agency Lead, Agency Specialist, or the DNP Support Center:

& (855) 837-4391
X donotpay(@fiscal.treasury.gov.
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